Zał. nr 4 do ZW 33/2012
	FACULTY: Informatics and Management 

SUBJECT CARD

Name in Polish: Routing i przełączanie w sieciach
Name in English: Routing and Switching
Main field of study (if applicable): Informatics

Specialization (if applicable): 

Level and form of studies: 1st/ 2nd* level, full-time / part-time*
Kind of subject: obligatory / optional / university-wide*
Subject code:
 
Group of courses: YES / NO*


	
	Lecture
	Classes
	Laboratory
	Project
	Seminar

	Number of hours of organized classes in University (ZZU)
	30
	
	30
	
	

	Number of hours of total student workload (CNPS)
	60
	
	60
	
	

	Form of crediting
	Examination / crediting with grade*
	Examination / crediting with grade* 
	Examination / crediting with grade*
	Examination / crediting with grade*
	Examination / crediting with grade*

	For group of courses mark (X) final course
	X
	
	
	
	

	Number of ECTS points
	2
	
	2
	
	

	including number of ECTS points for practical (P) classes
	0
	
	2
	
	

	including number of ECTS points for direct teacher-student contact (BK) classes
	1,2
	
	1,2
	
	


*niepotrzebne skreślić

	PREREQUISITES RELATING TO KNOWLEDGE, SKILLS AND OTHER COMPETENCES
1. K1INF_W01 - Has basic knowledge in the field of linear algebra, analytical geometry and mathematical analysis, necessary to solve computational problems of engineering character from technical and non-technical disciplines
2. K1INF_W02 - Has basic knowledge in the field of discrete mathematics, mathematical logic, probability theory and mathematical statistics, necessary to solve IT engineering problems.
3. K1INF_W07 - Has basic knowledge in the field of computer structure, organization and architecture.
4. K1INF_W10 - Has basic knowledge in the field of computer networks and their architectures.
5. 5. K1INF_U08 - Is able to configure basic devices and network software in computer networks.


	CELE PRZEDMIOTU

C1 Gaining knowledge in the field of functionality and application of protocols operating in switched Ethernet networks.
C2. Acquiring knowledge in the field of functionality and the use of routing protocols intended for work inside and between autonomous areas of computer networks (IGP - Interior Gateway Routing Protocol, EGP - Exterior Gateway Routing Protocol).

C3. Gaining knowledge in the field of functionality and application of protocols and services supporting the computer networks.

C4. Gaining knowledge in the field of operation, management and configuration of network operating systems.

C5. Acquiring the ability to configure network devices (network operating systems)  and protocols in the level of 2 and 3 layer od ISO-OSI model as well as the skills of monitoring , management and diagnostic of computer networks.



	SUBJECT EDUCATIONAL EFFECTS 
Relating to knowledge:
PEK_W01 - Has basic and structured knowledge about the functionality and operation of protocols and services supporting computer networks.

PEK_W02 - Has basic and structured knowledge in the field of configuration and operation of network operating systems.
Relating to skills:
PEK_U01 - Has skills related to basic configuration of various types of network protocols, network services, network operating systems, as well as analysis of their operation and detection of basic errors in computer networks.


	PROGRAMME CONTENT

	Form of classes - lecture
	Number of hours

	Lec1
	Plan of the lecture.

Explanation of the assessment method.

Introduction to computer networks. The benefits and threats of global digitization and unlimited communication.

Protocols and services supporting switched networks.

Explanation of operation and application of VTP (VLAN Trunking Protocol) and DTP (Dynamic Trunking Protocol) protocols.
	2

	Lec2
	Protocols and services supporting switched networks.
Explanation of the operation and application of the Spanning Tree Protocol (STP).
	2

	Lec3
	Protocols and services supporting switched networks.

Explanation of operation and application of the EtherChannel protocol.
Explanation of the operation and application of the switch port monitoring protocol (port mirroring). SPAN (Switched Port Analyzer) service.
	2

	Lec4
	Protocols that provide redundancy of the default gateway (FHRP - First Hop Redundancy Protocols).

Description of the operation of HSRP (Hot Standby Router Protocol) and GLBP (Gateway Load Balancing Protocol) protocols.
	2

	Lec5
	Vector routing protocols on the example of EIGRP in IPv4 and IPv6 networks.
	2

	Lec6
	Parameterization of the EIGRP protocol in the IPv4 and IPv6 networks.
	2

	Lec7
	Link-state routing protocols on the example of OSPF protocol in the IPv4 and IPv6 networks.
	2

	Lec8
	Parameterization of the OSPF protocol in the IPv4 and IPv6 networks.
	2

	Lec9
	Multi-area routing. Routing in a multi-access network. Information exchange between different routing protocols.
	2

	Lec10
	PPP (Point To Point) protocol and its variations (PPPoE).
	2

	Lec11
	Virtual networks and VPN tunnels.
	2

	Lec12
	EGP routing protocols on the example of BGP protocol.
	2

	Lec13
	Access control in computer networks. Extended access control lists.
	2

	Lec14
	Securing, monitoring and diagnostics of computer networks. Protocols and services (SNMP, syslog, netflow, others).
	2

	Lec15
	Directions of computer network development. New generations of networks and ways to configure them. Software defined network SDN (Software Defined Network).
	2

	
	Total hours
	30


	Form of classes - class
	Number of hours

	Cl 1
	
	

	Cl 2
	
	

	Cl 3
	
	

	Cl 4
	
	

	..
	
	

	
	Total hours
	


	Form of classes - laboratory
	Number of hours

	La1
	Organizational classes.

Presentation of the scope and principles of the assessment.

Principles of health and safety.

Presentation of the network topology in the laboratory and the deployment of network devices.

Presentation of various types of media, passive devices and tools for making cables. Construction of active devices, description of interfaces.
	2

	La2
	Configuring and testing VTP (VLAN Trunking Protocol) and DTP (Dynamic Trunking Protocol) protocol operations.
	2

	La3
	Configuring and testing the Spanning Tree Protocol (STP).
	2

	La4
	Configuring and testing the various EtherChannel variants.
Configuration and testing port mirroring protocol operation.
	2

	La5
	Configuring and testing a group of protocols that create a redundant default gateways - FHRP (First Hop Redundancy Protocols).
	2

	La6
	Basic configuration and testing of the EIGRP protocol in the IPv4 and IPv6 environment.
	2

	La7
	Advanced configuration and testing of EIGRP in an IPv4 and IPv6 environment.
	2

	La8
	Basic configuration and testing of the OSPF protocol in the IPv4 and IPv6 environment.
	2

	La9
	Advanced configuration and testing of OSPF in an IPv4 and IPv6 environment. Parameterization of the protocol.
	2

	La10
	Configuration and testing of OSPF protocol in an Ethernet multi-access network environment.

Configuration and testing of OSPF in an environment that combines multiple areas managed by the OSPF protocol and other routing protocols.
	2

	La11
	Configuration and testing of PPP protocol (Encapsulation, PAP and CHAP authentication).

Configuring and testing the PPPoE protocol.
	2

	La12
	Configuration and testing virtual network connections - VPN tunnels (Virtual Private Network). Creation of GRE (Generic Routing Encapsulation) tunnels.

Configuration and application the BGP (Border Gateway Protocol) routing protocol.
	2

	La13
	Configuration and use of extended access control lists (Extended ACLs)
	2

	La14
	Network monitoring and diagnostics.

Configuration and operation of the SNMP protocol.

Configuration and application of IP SLA service (Service Level Agreements).

Configuration and application of the Syslog service.
	2

	La15
	Additional classes devoted to the implementation of selected issues not done or finished during the semester.
	2

	
	Total hours
	30


	Form of classes - project
	Number of 

hours

	Pr1
	
	

	Pr2
	
	

	Pr3
	
	

	Pr4
	
	

	…
	
	

	
	Total hours
	


	Form of classes - seminar
	Number of 

hours

	Sem 1
	
	

	Sem 2
	
	

	Sem 3
	
	

	…
	
	

	
	Total hours
	


	 TEACHING TOOLS USED

	N1. Lecture supported by multimedia presentations and network simulator.
N2. Various types of network software.
N3. Simulator enabling creation, configuration and testing of various topologies of computer networks.
N4. Quizzes and knowledge tests.

N5. A real environment for creating, configuring and testing various topologies of computer networks


EVALUATION OF SUBJECT EDUCATIONAL EFFECTS ACHIEVEMENT
	Evaluation (F – forming (during semester), P – concluding (at semester end)
	Educational effect number
	Way of evaluating educational effect achievement

	F1-F14 - partial grades obtained at La2-15 laboratories 
	PEK_U01
	Student's presence.

Theoretical preparation for the lab (quiz, test, other) on a point, percentage or traditional scale –Assessment of the lab tasks using point or traditional scale.

	P1 – concluding lab grade
	PEK_W01, PEK_W02
	An average of the F1-14 forming grades.

	F15 - forming lecture grade
	PEK_W01, PEK_W02
	Observation of student activity. Solving sample problems and tasks.

	P2 – concluding lecture grade
	PEK_W01, PEK_W02
	A computer test, containing questions of various types (multiple and single choice, computational, open, other) checking knowledge in the field of lecture. The test is given a positive evaluation, if the student scores at least 51% of the maximum number of points. Later, the rating is increased by 0.5 every 10%. A positive P2 rating can be adjusted by rating F15.


	P3 – grade concluding the group of courses
	PEK_W01, PEK_W02, PEK_U01
	Score summarizing the group of courses. Rating calculated as an average of P1 and P2 grade. The condition for passing the subject is positive evaluation of P1 and P2.


	PRIMARY AND SECONDARY LITERATURE

	PRIMARY LITERATURE:
[1]  Andrew S. Tanenbaum, David J. Wetherall, “Computer Networks, 5th Edition”, Published by Pearson, Sep 27, 2010

[2]  J. Woźniak, K. Nowicki, „Sieci LAN, MAN i WAN - protokoły komunikacyjne”, Wydawnictwo - FPT, Kraków 2000
[3]  Training materials of the Cisco Network Academy
[4]  Wendell Odom, “CCENT/CCNA ICND1 100-105 Official Cert Guide:, Cisco Systems; Auflage: Har/Dvdr (17. Mai 2016)

[5]  Wendell Odom, “CCNA Routing and Switching ICND2 200-105 Official Cert Guide: Official Cert Guid / Learn, prepare, and practice for exam success”, Cisco Systems; Auflage: Har/Cdr (4. Juli 2016)

Secondary LITERATURE:
[1]  http://www.freebookcentre.net/Networking/Free-Computer-Networking-Books-Download.html

[2]  CCNA Exploration Companion Guide books

	SUBJECT SUPERVISOR (NAME AND SURNAME, E-MAIL ADDRESS)

	Kamil Nowak, kamil.nowak@pwr.edu.pl


MATRIX OF CORRELATION BETWEEN EDUCATIONAL EFFECTS FOR SUBJECT
Routing and Switching
AND EDUCATIONAL EFFECTS FOR MAIN FIELD OF STUDY Informatics
AND SPECIALIZATION …………………………
	Subject educational effect
	Correlation between subject educational effect and educational effects defined for main field of study and specialization (if applicable)**
	Subject objectives***
	Programme content***
	Teaching tool number***

	PEK_W01,

PEK_W02
	K1INF_W09
	C1-4
	Wy1-15
	N1-3

	PEK_U01
	K1INF_U21
	C5
	La1-15
	N2-5


** - enter symbols for main-field-of-study/specialization educational effects

*** - from table above



