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	[bookmark: table01]FACULTY COMPUTER SCIENCE AND MANAGEMENT
SUBJECT CARD
Name in Polish Cyberbezpieczeństwo.
Name in English Cybersecurity
Main field of study (if applicable): Computer Science 
Specialization (if applicable): ……………………..
Level and form of studies: 1st/ 2nd* level, full-time / part-time*
Kind of subject: obligatory / optional / university-wide*
Subject code …………….
Group of courses YES / NO*
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	Lecture
	Classes
	Laboratory
	Project
	Seminar

	Number of hours of organized classes in University (ZZU)
	30
	
	30
	
	

	Number of hours of total student workload (CNPS)
	90
	
	60
	
	

	Form of crediting
	Examination / crediting with grade*
	Examination / crediting with grade* 
	Examination / crediting with grade*
	Examination / crediting with grade*
	Examination / crediting with grade*

	For group of courses mark (X) final course
	
	
	
	
	

	Number of ECTS points
	3
	
	2
	
	

	including number of ECTS points for practical (P) classes 
	
	
	2
	
	

	including number of ECTS points for direct teacher-student contact (BK) classes
	1,8
	
	1,2
	
	


*delete as applicable
	[bookmark: table03]PREREQUISITES RELATING TO KNOWLEDGE, SKILLS AND OTHER COMPETENCES
1. Probability theory
2. Discrete mathematics
3. Computer networks


\
	[bookmark: table04]SUBJECT OBJECTIVES
C1 Understanding the current problems related to data security and information systems
C2 Understanding the methods and examples of solutions related to guaranteeing a high level of security.
C3 Understanding the methods of security design for information systems.
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	SUBJECT EDUCATIONAL EFFECTS
relating to knowledge:
PEK_W01 Has knowledge about security threats
PEK_W02 Has knowledge of selected issues in cryptology
PEK_W03 Has knowledge about methods of ensuring security
relating to skills:
PEK_U01 Is able to identify threats to IT security
PEK_U02 Is able to identify needs in the field of IT systems protection
PEK_U03 Is able to choose protection methods to ensure IT security
relating to social competences:
PEK_K01 Understand the need to protect IT systems
PEK_K02 Understand the impact of IT security threats on the functioning of the electronic economy
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	PROGRAMME CONTENT

	Form of classes - lecture
	Number of hours

	Lec 1
	Introduction to cybersecurity. Basic terms and notions.

	2

	Lec 2
	Basic problems related to cryptology

	2

	Lec 3
	Symmetrical encryption algorithms

	2

	Lec 4
	Elements of cryptanalysis

	2

	Lec 5
	Stream ciphers

	2

	Lec 6
	Asymmetric algorithms

	2

	Lec 7
	Cryptographic hash functions and electronic signature

	2

	Lec 8
	Authentication 

	2

	Lec 9
	Vulnerabilities and threats in network communication

	2

	Lec 10
	Secure communication protocols

	2

	Lec 11
	Anonymity and privacy in the Internet

	2

	Lec 12
	Security in Web networks

	2

	Lec 13
	Security in IoT and mobile systems

	2

	Lec 14
	Cybersecurity in the electronic economy

	2

	Lec 15
	Current problems in cybersecurity and repetition
	2

	
	Total hours
	30
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	Form of classes - class
	Number of hours

	Cl 1
	
	

	Cl 2
	
	

	Cl 3
	
	

	Cl 4
	
	

	..
	
	

	
	Total hours
	


[bookmark: table08]
	Form of classes - laboratory
	Number of hours

	Lab 1
	Introduction. Requirements and the lab environment configuration.

	2

	Lab 2
	Historical ciphers

	2

	Lab 3
	Cryptanalysis of historical algorithms

	2

	Lab 4
	Modern symmetric algorithms

	2

	Lab 5
	Asymmetric algorithms

	2

	Lab 6
	Passwords security

	2

	Lab 7
	Secure communication –VPN

	2

	Lab 8
	Detection of security incidents - IDS systems

	2

	Lab 9
	Network traffic filters - firewall systems

	2

	Lab 10
	Detection of vulnerabilities in systems

	2

	Lab 11
	Operating system level security

	2

	Lab 12
	Security of web systems

	2

	Lab 13
	Examples of attack scenarios

	2

	Lab 14
	Open source intelligence

	2

	Lab 15
	Repetition and consolidation of knowledge acquired during the semester.
	2

	
	Total hours
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	Form of classes - project
	Number of hours

	Proj 1
	
	

	Proj 2
	
	

	Proj 3
	
	

	Proj 4
	
	

	…
	
	

	
	Total hours
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	Form of classes - seminar
	Number of hours

	Sem 1
	
	

	Sem 2
	
	

	Sem 3
	
	

	…
	
	

	
	Total hours
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	TEACHING TOOLS USED

	N1.Lectures
N2.Labs
N3.Own Work


EVALUATION OF SUBJECT EDUCATIONAL EFFECTS ACHIEVEMENT
	[bookmark: table0C]Evaluation (F – forming (during semester), P – concluding (at semester end)
	Educational effect number
	Way of evaluating educational effect achievement

	F1
	PEK_W01, PEK_W02, PEK_W03,
PEK_K01,
PEK_K02.
	Assessment of the degree of preparation for the laboratory exercises

	F2
	PEK_U01,
PEK_U02,
PEK_K03.
	Evaluation of laboratory tasks

	P
	PEK_W01, PEK_W02, PEK_W03,
PEK_K01,
PEK_K02.
	Final exam
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	PRIMARY AND SECONDARY LITERATURE

	PRIMARY LITERATURE:
[1]   Schneier, Bruce. Applied cryptography: protocols, algorithms, and source code in C. john wiley & sons, 2007.
[2]  Stallings, William. Cryptography and network security: principles and practice. Pearson Education India, 2003.
[3]  Anderson, Ross. Security engineering. John Wiley & Sons, 2008.
[4]  Ferguson, Niels, Bruce Schneier, and Tadayoshi Kohno. Cryptography engineering: design principles and practical applications. John Wiley & Sons, 2011.
SECONDARY LITERATURE:
[1]  Katz, Jonathan, et al. Handbook of applied cryptography. CRC press, 1996.
[2]  Boneh, Dan, and Victor Shoup. "A graduate course in applied cryptography." http://cryptobook. net (2008).
[3]  Smart, Nigel P. Cryptography Made Simple. Heidelberg: Springer, 2016.
[4]  OWASP : https://www.owasp.org/
[5]  ENISA · Publications : http://www.enisa.europa.eu
[6]  NIST · Special Publications (NIST-SP) : http://www.nist.gov/publication-portal.cfm
 

	SUBJECT SUPERVISOR (NAME AND SURNAME, E-MAIL ADDRESS)

	Grzegorz Kołaczek, Grzegorz.Kolaczek@pwr.edu.pl




MATRIX OF CORRELATION BETWEEN EDUCATIONAL EFFECTS FOR SUBJECT
Cybersecurity
AND EDUCATIONAL EFFECTS FOR MAIN FIELD OF STUDY Computer Science

	[bookmark: table0E]Subject educational effect
	Correlation between subject educational effect and educational effects defined for main field of study and specialization (if applicable)**
	Subject objectives***
	Programme content***
	Teaching tool number***

	PEK_W01 (knowledge)
	K1INF_W11
	C1
	Lec1-Lec15
	N1,N3

	PEK_W02
	K1INF_W11
	C2
	Lec1-Lec15
	N1,N3

	PEK_W03
	K1INF_W11
	C3
	Lec1-Lec15,Lab1-Lab15
	N1,N3

	PEK_U01 (skills)
	K1INF_U09
	C1
	Lab1-Lab15
	N2

	PEK_U02
	K1INF_U09
	C2
	Lab1-Lab15
	N2

	PEK_U03
	[bookmark: _GoBack]K1INF_U09
	C2
	Lab1-Lab15
	N2

	PEK_K01 (competences)
	
	C3
	Lec1-Lec15,Lab1-Lab15
	N3

	PEK_K02
	
	C3
	Lec1-Lec15,Lab1-Lab15
	N3


** - enter symbols for main-field-of-study/specialization educational effects
*** - from table above

